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AUTHENTICATION, AUTHORIZATION, AND
ACCOUNTING BASED ON AN
AUTOMATICALLY GENERATED USERNAME

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 10/133,072, entitled “Subscriber Service Selec-
tion Over Non-Channelized Media”, filed on Apr. 26, 2002,
which is incorporated by reference in its entirety.

FIELD OF THE INVENTION

The invention relates to the field of communications. More
specifically, the invention relates to subscriber service selec-
tion over non-channelized media.

BACKGROUND OF THE INVENTION

In the field of communications, the need for high-speed
transmission of data including video and audio has continued
to increase. Moreover, there has been an increase in the selec-
tion of services by which users can connect to a network, such
as the Internet. Specifically, Internet Service Providers (ISPs)
may allow for connectivity to the Internet through lower-
speed connections at different rates, such as 56 kilobits/sec-
ond, by employing a Plain Old Telephone Service (POTS)
line. Other choices for connection, which are at higher
speeds, into a network can include Integrated Services Digital
Network (ISDN), Digital Subscriber Line (DSL) service
(both using a POTS line), and cable modem service over a
Radio Frequency (RF) cable line.

Current approaches for network connectivity for certain
connection services (including cable modem service) are
such that a group of subscribers are pooled together and
treated as an individual entity. Such an approach does not
allow for individualized accounting and/or usage tracking for
different subscribers connecting to the network. In contrast,
other techniques (including DSL service) do allow for indi-
vidualized treatment of subscribers. Disadvantageously,
these techniques require specialized software and/or hard-
ware to be executing on the individual subscriber/client
machines to allow for this individualized approach. In par-
ticular, DSL service provides for this individualized treat-
ment by using software and/or hardware that allows for the
Point-to-Point Protocol over Ethernet (PPPoE) protocol.
Accordingly, the costs of such services are increased to
account for this additional software and/or hardware.

SUMMARY OF THE INVENTION

A method and apparatus for enabling subscriber service
selection over non-channelized media are described. In one
embodiment, a method comprises receiving a request from a
computing device for an address. The request is to include a
unique value associated with the computing device. The
method also comprises generating a username based on the
unique value. The username is associated with the computing
device. Additionally, the username is bound to a context
within a network element. In an embodiment, the username is
used to select a context (service). The method also comprises
assigning an address to the computing device within the con-
text. A circuit is generated between the computing device and
the network element based on the address.

In an embodiment, a method includes receiving a request
from a subscriber device for a source address for communi-
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2

cations in a network. The request is to include an identifica-
tion of the subscriber device. Additionally, the method
includes converting the identification of the subscriber device
from a decimal value to a number of text characters. The
method also comprises assigning a source address to the
subscriber device based on the converted identification.

In one embodiment, an apparatus comprises a memory to
store a number of source addresses for a context. The appa-
ratus also comprises a control engine coupled to the memory.
The control engine is to generate a subscriber identifier based
on an identification of a computing device coupled to the
apparatus. The control engine is to assign one of the number
of source addresses to the computing device based on the
context of the subscriber identifier.

In an embodiment, a network element comprises a traffic
card that includes a port for receiving data from a client
device. The traffic card is to receive a request for a source
address on the port. The request includes an identification of
the client device. The network element also includes a control
card coupled to the traffic card. The control card comprises a
control engine. The control engine is to generate a subscriber
identifier based on the identification of the client device. The
control engine is to assign a source address to the client device
based on the subscriber identifier.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention may be best understood by
referring to the following description and accompanying
drawings which illustrate such embodiments. The numbering
scheme for the Figures included herein are such that the
leading number for a given element in a Figure is associated
with the number of the Figure. For example, system 100 can
be located in FIG. 1A. However, element numbers are the
same for those elements that are the same across different
Figures. In the drawings:

FIGS. 1A-1C illustrate systems for enabling subscriber
service selection over non-channelized media, according to
one embodiment of the invention.

FIG. 2 illustrates a block diagram of a network element,
according to an embodiment of the invention.

FIG. 3 illustrates a more detailed block diagram of a con-
trol card within a network element, according to one embodi-
ment of the invention.

FIG. 4 illustrates a more detailed block diagram of a net-
work element, database server and operations and communi-
cations therewith, according to one embodiment of the inven-
tion.

FIG. 5 is a flow diagram for providing subscriber service
selection over a non-channelized media, according to one
embodiment of the invention.

DETAILED DESCRIPTION

A method and apparatus for enabling subscriber service
selection over non-channelized media are described. In the
following description, numerous specific details such as logic
implementations, opcodes, means to specify operands,
resource partitioning/sharing/duplication implementations,
types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to pro-
vide a more thorough understanding of the present invention.
It will be appreciated, however, by one skilled in the art that
the invention may be practiced without such specific details.
In other instances, control structures, gate level circuits and
full software instruction sequences have not been shown in
detail in order not to obscure the invention. Those of ordinary
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skill in the art, with the included descriptions, will be able to
implement appropriate functionality without undue experi-
mentation.

References in the specification to “one embodiment”, “an
embodiment”, “an example embodiment”, etc., indicate that
the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or char-
acteristic. Moreover, such phrases are not necessarily refer-
ring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to effect such feature,
structure, or characteristic in connection with other embodi-
ments whether or not explicitly described.

In the following description and claims, the terms
“coupled” and “connected,” along with their derivatives, may
be used. It should be understood that these terms are not
intended as synonyms for each other. Rather, in particular
embodiments, “connected” may be used to indicate that two
or more elements are in direct physical or electrical contact
with each other. “Coupled” may mean that two or more ele-
ments are in direct physical or electrical contact. However,
“coupled” may also mean that two or more elements are notin
direct contact with each other, but yet still co-operate or
interact with each other.

Embodiments of the invention enable subscriber service
selection over non-channelized media. In an embodiment,
subscribers coupled to a network are identified individually
based on an identification of the client device, such as the
Media Access Control (MAC) address of the networking card
within the client device. As will be described in more detail
below, this identification is converted into a username that is
unique to the subscriber such that the subscriber can be
assigned a source address that is associated with this user-
name. Accordingly, subscribers can be individually identified
to allow for individualized treatment, including rate limiting,
policing values and access control lists on a per subscriber
basis. Moreover, such treatment is independent of the need to
include specific hardware and/or software on the client
machine.

FIGS. 1-4 show block diagrams of systems for enabling
subscriber service selection over non-channelized media, in
accordance with embodiments of the invention. FIG. 5 shows
a flow diagram illustrating operations for enabling subscriber
service selection over non-channelized media, according to
embodiments of the invention. The operations of the flow
diagram will be described with references to the systems
shown in the block diagrams. However, it should be under-
stood that the operations of the flow diagram could be per-
formed by embodiments of systems other than those dis-
cussed with reference to the block diagrams, and
embodiments discussed with reference to the systems could
perform operations different than those discussed with refer-
ence to the flow diagram.

FIGS. 1A-1C illustrate systems for enabling subscriber
service selection over non-channelized media, according to
one embodiment of the invention. As will be described in
more detail below, a system 100 of FIG. 1A illustrates a
system of communications that can be based on a number of
protocols and configurations, while a system 150 of FIG. 1B
and a system 160 of FIG. 1C illustrate systems of communi-
cations based on specific types of protocols and configura-
tions. In particular, the system 150 of FIG. 1B illustrates a
system of communications based on a cable infrastructure,
while the system 160 of FIG. 1C illustrates a system of
communications based on an infrastructure that employs
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DSL/Asynchronous Transfer Mode (ATM) and Ethernet.
These systems are by way of example and not by way of
limitation, as other systems based on other types of protocols
and having other types of configurations can incorporate
embodiments of the invention. For example, embodiments of
the inventions can be incorporated into a wireless infrastruc-
ture, wherein wireless concentrators can route data from cli-
ent devices into the network elements described herein.

With regard to FIG. 1A, a system 100 comprises a com-
puting device 102, a network element 104, a database server
108 and a network 110. As shown, the computing device 102
is coupled to the network element 104 through a subscriber
connection 112. The network element 104 is also coupled to
the database server 108 and the network 110. In an embodi-
ment, the network element 104 is coupled to the database
server 108 through the network 110. In another embodiment,
the network element 104 is coupled to the database server 108
through a network that is separate from the network 110.

In one embodiment, the network 110 is a local area network
(LAN). In an embodiment, the network 110 is a wide area
network (WAN). Further, the network 110 may be a combi-
nation of different networks that couple the network element
104 to other computing devices and network elements
coupled thereto. In an embodiment, the network element 104
is coupled to receive data from client device 102 over non-
channelized media.

In one embodiment, the database server 108 stores data for
a number of subscribers and their associated subscriber con-
nections. In an embodiment, the database server 108 stores
data related to authentication, authorization and accounting
for subscribers coupled to different network elements within
a network. In one embodiment, the database server 108 is a
RADIUS server for storing this data regarding subscribers
and the associated subscriber connections. In one embodi-
ment, the network element 104 enables subscriber service
selection over non-channelized media, as will be described in
more detail below.

FIG. 1B illustrates a system 150 for routing data in an
infrastructure for a cable environment. Similar to the system
100, the system 150 comprises the computing device 102, the
network element 104, the database server 108 and the net-
work 110. The system 150 also comprises a hybrid fiber
coaxial cable (HFC) network 120 and a cable modem trans-
mission system (CMTS) 122. As shown, the HFC network
120 is coupled to the computing device 102 and the CMTS
122. Additionally, the CMTS 122 is coupled to the network
element 104. Accordingly, communications between the
computing device 102 and the network element 104 are
routed through the HFC network 120 and the CMTS 122.

In an embodiment, the HFC network 120 is a cable infra-
structure that combines the radio frequency (RF) data com-
munications of a number of computing devices 102 that are
forwarded to the CMTS 122. In an embodiment, the CMTS
converts the RF data communications into data packets, such
as Internet Protocol (IP) packets, to be routed by the network
element 104.

FIG. 1C illustrates a system 160 for routing data in an
infrastructure fora DSL and Ethernet environment. Similar to
the system 100, the system 160 comprises the computing
device 102, the network element 104, the database server 108
and the network 110. The system 160 also comprises a Digital
Subscriber Line Access Multiplexer (DLSAM) 124, an Asyn-
chronous Transtfer Mode (ATM) network 126 and a comput-
ing device 132.

As shown, the computing device 102 is coupled to the
network 104 (via the subscriber connection 112) through the
DSLAM 124 and the ATM network 126. The computing
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device 132 is coupled to the network element 104 through an
Ethernet communications 134.

As is known in the art, the DSLAM 124 is a device within
a network that combines a number of DSL communications
into a single ATM transmission. The ATM network 126 com-
prises a number of communication links for routing data
based on the ATM protocol. Accordingly, in an embodiment,
the communications from the computing device 102 is
received into the network element 104 as data based on the
ATM protocol. Additionally, as shown, the computing device
132 and the network element 104 communicate based on the
Ethernet protocol through Ethernet communications link
134. The operations of the systems illustrated in FIGS. 1A-1C
will be described in more detail below.

FIG. 2 illustrates a block diagram of a network element,
according to an embodiment of the invention. In particular,
FIG. 2 illustrates a more detailed block diagram of the net-
work element 104. As shown, the network element 104
includes traffic cards 202-208. The network element 104 also
includes a control card 210 and a forwarding card 212.

In an embodiment, each of the traffic cards 202-208 and the
forwarding card 212 can include a processor and memory.
Additionally, the control card 210 is described in more detail
below in conjunction with FIG. 3. The traffic cards 202-208,
the control card 210 and the forwarding card 212 are coupled
to system buses. In an embodiment, the control card 210
performs control, system configuration and management
tasks for the network element 104. For example, if the for-
warding card 212 needs to be updated with a new Internet
Protocol (IP) address table, such data is received by the con-
trol card 210 and transmitted to the forwarding card 212,
wherein such data is updated therein.

Additionally, as will be described in more detail below, the
control card 210 includes memory that stores addresses
assigned and/or to be assigned to client devices coupled to the
network element 104. For example, returning to FIGS.
1A-1C, when the client device 102 is attempting to couple to
the network 110 through the network element 104, a series of
communications are exchanged between the client device 102
and the network element 104 in order to assign an address to
the client device 102 (as will be described in more detail
below).

Moreover, the forwarding card 212 provides for buffering,
packet processing and forwarding of data packets being
received by the traffic cards 202-208. In particular, the traffic
cards 202-208 can be coupled to a number of data transmis-
sion lines, which are coupled to other network elements and/
or computing devices, as shown in FIG. 1. Accordingly, the
traffic cards 202-208 receive and transmit data traffic from
and to data transmission lines coupled thereto. Such data
traffic is transmitted to the forwarding card 212, where this
traffic can be buffered, processed and/or forwarded to other
traffic cards within the network element 104, as will be
described in more detail below.

The embodiment of the network element 104 is by way of
example and not by way of limitation, as network elements
having other architectural configurations can incorporate
embodiments of the present invention. Examples of other
network elements that could incorporate embodiments of the
present invention could have multiple forwarding cards or
have a single line card incorporating the functionality of both
the forwarding and the controlling. Moreover, a network ele-
ment having the forwarding functionality distributed across
the traffic cards could incorporate embodiments of the present
invention.

FIG. 3 illustrates a more detailed block diagram of a con-
trol card within a network element, according to one embodi-
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ment of the invention. In particular, FIG. 3 illustrates a more
detailed block diagram of the control card 210 shown in FIG.
2. As shown, the control card 210 comprises a processor 310,
amemory 320 and a control engine 302. The processor 310 is
coupled to the control engine 302 and the memory 320. The
control engine 302 is coupled to the memory 320.

The processor 310 may comprise any suitable processor
architecture. The control card 210 for other embodiments
may comprise more processors any of which may execute a
set of instructions that are in accordance with embodiments of
the invention.

Additionally, as shown, the memory 320 stores a number of
addresses 306A-M. Addresses 306A-3061 are those
addresses for the subnet 340A, while addresses 306H-306M
are those addresses for the subnet 3401. Accordingly, a subnet
340 caninclude one to anumber of addresses. Additionally, as
shown, the subnets 340A-3401 are within contexts 350A-1.
Accordingly, a context 350 can include one to a number of
addresses 306.

In an embodiment, these addresses are source Internet Pro-
tocol (IP) addresses to be dynamically assigned to clients/
subscribers that are coupled to the network element 104. The
memory 320 may also store other data and/or instructions, for
example, for the control card 210 and may comprise any
suitable memory, such as a dynamic random access memory
(DRAM) for example.

In an embodiment, the control engine 302 is a process or
task that can reside within the memory 320 and/or the pro-
cessor 310 and can be executed within the processor 310.
However, embodiments of the invention are not so limited, as
the control engine 302 can be different types of hardware
(such as digital logic) executing the processing described
therein (which is described in more detail below).

Accordingly, the control card 210 may include a machine-
readable medium on which is stored a set of instructions (i.e.,
software) embodying any one, or all, of the methodologies
described herein. For example, software can reside, com-
pletely or at least partially, within the memory 320 and/or
within the processor 310.

The operations of subscriber service selection over a non-
channelized media will now be described with reference to
the block diagram of FIG. 4 and the flow diagram of FIG. 5.
FIG. 4 illustrates a more detailed block diagram of a network
element, database server and operations and communications
therewith, according to one embodiment of the invention.

As shown, the network element 104 includes ports 420A-
D, interfaces 422A-D and contexts 350A-1. Although FIG. 4
illustrates messaging and operations related to one port
coupled to one interface of a context, in other embodiments,
the different ports, interfaces and contexts of the network
element 104 can include the messaging and operations illus-
trated. In an embodiment, a number of interfaces are associ-
ated with a given port. In another embodiment, a single inter-
face is associated with a given port.

In an embodiment, contexts 350 are modules/units associ-
ated with a given service. For example in an embodiment, a
given context 350 is associated with a given ISP. Accordingly,
a given context 350 can include a number of subnets that
comprise a number of addresses (e.g., Internet Protocol (IP)
addresses) that are to be dynamically assigned to subscriber/
clients that are coupled to the network element 104. To help
illustrate, a first ISP could be associated with the context
350A, while a second ISP could be associated with the con-
text 3501, etc.

The database server 108 comprises a number of subscriber
records 450 and a number of subscriber accounting records
452. In an embodiment, a given customer premise equipment
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(CPE) coupled to the network element 104 has an associated
subscriber record 450 and an associated subscriber account-
ing record 452. For example, a subscriber using client device
102 that is connecting to the network 110 through the network
element 104 has an associated subscriber record 450 and an
associated subscriber accounting record 452. While FIG. 4
illustrates the network element 104 and the database server
108 as two separate elements, embodiments of the invention
are not so limited. For example, in another embodiment, the
database server 108 and/or the records therein can be incor-
porated into the network element 104.

Additionally, as shown in FIG. 4, the network element 104
and the database server 108 are receiving and transmitting a
number of different messages as well as performing a number
of operations. The network element 104 is coupled to receive
an address request message 402. The network element 104 is
to transmit a request for context message 404 to the database
server 108. The database server 108 is to transmit a bind to
context message 406 back to the network element 104, in a
response to this request. Additionally, the network element
104 performs a bind operation, (the bind to interface opera-
tion 408), to bind the assigned address for the given sub-
scriber to the interface 422 for the context 350A. The network
element 104 is to transmit a return address message 410 back
to the client device 102. A more detailed description of these
messages and operations is set forth below in conjunction
with a flow diagram 500 of FIG. 5.

In particular, FIG. 5 is a flow diagram for providing sub-
scriber service selection over a non-channelized media,
according to one embodiment of the invention. The operation
of the flow diagram 500 will be described with reference to
the exemplary systems shown FIGS. 1-4.

Inblock 502, arequest for an address from the client device
102 is received. With reference to the exemplary embodiment
of FIG. 3, the control engine 302 receives this request. In an
embodiment, the request includes an identifier of the client
device 102. In one embodiment, the identifier of the client
device 102 is the Media Access Control (MAC) Address of a
customer premise equipment (such as the network card)
within the client device 102 that is communicating with the
network element 104. In an embodiment, the request is based
on the Dynamic Host Configuration Protocol (DHCP), which
allows for the assignment of Internet Protocol (IP) addresses
to clients being coupled to a network, as is known in the art.
In one such embodiment, the request from the client device
102 is a DHCP discover request, which is requesting an 1P
address from the network element 104. Returning to FIG. 4 to
help illustrate, the address request message 402 is received
into the network element 104 at the port 420A. This address
request message 402 is being transmitted by the client device
102 (not shown in FIG. 4).

In block 504, a subscriber identifier is generated based on
the client identifier. In an embodiment, the client identifier is
converted into the subscriber identifier. With reference to the
exemplary embodiment of FIG. 3, the control engine 302
generates this subscriber identifier. In an embodiment, the
subscriber identifier is a username to be associated with this
client device 102. In one embodiment, the subscriber identi-
fier is a number of text characters that correspond to the client
identifier. For example, in an embodiment wherein the client
identifier is a MAC address, such as “112233445566” (which
is comprised of 6 hexadecimal numbers having 12 hexadeci-
mal nibbles), the control engine 302 generates the following
text characters: “11:22:33:44:55:66”, wherein each hexa-
decimal nibble is converted to a character that corresponds to
the hexadecimal value (0-9 and A-F). However, embodiments
of the invention are not so limited. For example, in other
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embodiments, the control engine 302 can generate a different
subscriber identifier (based on the client identifier), using
other operations, such as different ciphering operations, etc.
To help illustrate, the control engine 302 could convert the
hexadecimal values from the MAC address to a binary value
and add a constant value to this binary value and convert the
individual binary values into a corresponding text character.

Inblock 506, the context 350 for the subscriber (client) and
associated subscriber attributes are retrieved. With reference
to the exemplary embodiment of FIG. 3, the control engine
302 retrieves the context for the subscriber and the associated
subscriber attributes. In one embodiment, the control engine
302 retrieves the context and the attributes from the database
server 108, which stores a corresponding subscriber record
450 for this subscriber. In an embodiment, the control engine
302 transmits the subscriber identifier to the database server
108, wherein the database server 108 retrieves the context and
the associated subscriber attributes from the subscriber
record 450. Returning to FIG. 4 to help illustrate, the request
for the context message 404 is transmitted from the network
element 104 to the database server 108. The database server
108 transmits the bind to context message 406 back to the
control engine 302.

In an embodiment, when the client device 102 initially
communicates with the network element 104, the database
server 108 will not include a corresponding subscriber record
450. Accordingly, ifthe database server 108 does not return a
corresponding subscriber record 450, the control engine 302
causes the client device 102 to execute an initiation process,
wherein the client device 102 provides data to be entered into
the subscriber record 450. In an embodiment, the control
engine 302 redirects the client device 102 to a web site for
activating a subscriber account, wherein the different sub-
scriber attributes, such as the ISP, the data rates (rate limiting
and policing values), the access control lists, etc. are selected.
Accordingly, the control engine 302 can retrieve the context
350 for this subscriber once the subscriber account has been
established. In an embodiment, when the client device 102
requests a domain name service, the control engine 302 gen-
erates a response back to the client device 102 that includes a
redirect message. Accordingly, this redirect message could be
processed by a web site (described above) for activating the
subscriber account. Accordingly, such a process reduces the
opportunity for a new subscriber to provide fraudulent, false
or incomplete data during an account subscription.

Inblock 508, an address is assigned to the subscriber based
on the context 350. With reference to the exemplary embodi-
ment of FIG. 3, the control engine 302 assigns an address to
the subscriber based on the context 350. As described above,
agiven context 350 can comprise a number of subnets that can
comprise a number of addresses. Returning to FIG. 3, assum-
ing that the context for this subscriber is associated with the
addresses for context 350, the control engine 302 selects one
of the addresses 306 from one of the addresses of subnets
340A-M, which is not currently assigned, for assignment to
the current subscriber.

In block 510, a virtual circuit is generated between the
client device 102 and the network element 104. With refer-
ence to the exemplary embodiment of FIG. 3, the control
engine 302 generates this virtual circuit between the client
device 102 and the network element 104. In one embodiment,
agiven subscriber session has a one-to-one correspondence to
a given virtual circuit. In one embodiment, a given transmis-
sion line (a real circuit) can include a number of virtual
circuits. In particular, when the client device 102 is assigned
an address for this given subscriber session, data packets
received and transmitted from the client device 102 include
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this address in order to associate the data packets with the
subscriber session (and therefore the associated virtual cir-
cuit). Returning to FIG. 4 to help illustrate, in conjunction
with the creation of the virtual circuit, the control engine 302
binds the address to the interface 422, as illustrated by the
bind to interface operation 408. Additionally, as shown in
FIG. 4, as part of the generation of the virtual circuit, the
control engine 302 returns the requested address back to the
client device 102, as illustrated by the return address message
410.

In an embodiment wherein the DHCP protocol is
employed for the assignment of the address, the control
engine 302 generates an DHCP offer request that is transmit-
ted back to the requesting client device 102. In turn, if the
client device 102 accepts the address, the client device 102
transmits a request back to the network element 104. The
control engine 302 transmits back an acknowledge of this
acceptance.

In block 512, the account for the subscriber is updated.
With reference to the exemplary embodiment of FIG. 3, the
control engine 302 updates the account for the subscriber. In
an embodiment, the control engine 302 generates an account-
ing message that indicates that there is an active subscriber
session associated with this given subscriber, identified by the
subscriber identifier (described above). The control engine
302 transmits this account message to the database server
108. Returning to FIG. 4 to help illustrate, the control engine
302 transmits this account update (update accounting mes-
sage 412) to the database server 108. Accordingly, the data-
base server 108 updates the corresponding subscriber
accounting record 452. Additionally, although described such
that the database server 108 updates a given subscriber
accounting record 452, in a different embodiment, the data-
base server 108 includes a log file such that modifications to
a given subscriber account is appended to the log file. In
another embodiment, instead of updating the account for the
subscriber, these updates to the account are transmitted to the
database server 108 as part of periodic updates for given
subscriber accounts.

The servers as well as the traffic cards, forwarding cards
and control cards included in the different network elements
include memories, processors and/or Application Specific
Integrated Circuits (ASICs). Such memory includes a
machine-readable medium on which is stored a set of instruc-
tions (i.e., software) embodying any one, or all, of the meth-
odologies described herein. Software can reside, completely
or at least partially, within this memory and/or within the
processor and/or ASICs. For the purposes of this specifica-
tion, the term “machine-readable medium” shall be taken to
include any mechanism that provides (i.e., stores and/or
transmits) information in a form readable by a machine (e.g.,
a computer). For example, a machine-readable medium
includes non-transitory machine readable storage media
(e.g., read only memery (ROM); random devices); machine
readable transmission media (e.g., electrical, optical, acous-
tical or other form of propagated signals (e.g., carrier waves,
infrared signals, digital signals, etc.)); etc.

Thus, a method and apparatus for enabling subscriber ser-
vice selection over non-channelized media have been
described. Although the present invention has been described
with reference to specific exemplary embodiments, it will be
evident that various modifications and changes may be made
to these embodiments without departing from the broader
spirit and scope of the invention. For example, while embodi-
ments of the invention are described such that a separate
database server is coupled to store data related to subscriber
connections. In other embodiments, such data can be stored

10

15

20

25

30

35

40

45

50

55

60

65

10

within the network element 104. Accordingly, the specifica-
tion and drawings are to be regarded in an illustrative rather
than a restrictive sense.

What is claimed is:

1. A method performed by a network element for authen-
tication, authorization, and accounting based on a username,
the method comprising:

receiving a request at the network element from a client

device for an Internet Protocol (IP) address, the request
including an identifier that is not provided as the user-
name, wherein the network element includes a processor
and memory;

automatically generating by the network element the user-

name based on the identifier;

retrieving, based on the username automatically generated

by the network element, a context for the client device
from a record in a subscriber records database, wherein
the context is associated with a service;

dynamically assigning to the client device from the context

an [P address that is not currently assigned from the
context; and

causing an accounting update to reflect an active subscriber

session based on the assigned IP address.

2. The method of claim 1, wherein the identifier includes a
Media Access Control (MAC) address, and wherein the user-
name comprises a number of text characters corresponding to
the MAC address and a number of additional characters.

3. The method of claim 2, wherein the MAC address is that
of the client device’s network card.

4. The method of claim 1, wherein wireless concentrators
route data from the client device to the network element.

5. The method of claim 1, wherein the client device is
coupled to the network element via a cable modem service
over a Radio Frequency (RF) cable line.

6. The method of claim 1, wherein the client device and
network element are coupled via a hybrid fiber-coaxial (HFC)
network coupled to a cable model transmission system
(CMTS).

7. The method of claim 1, wherein the client device and
network element are coupled via a Digital Subscriber Line
(DSL) through a DSL Access Mulitplexer (DSLAM) and
Asynchronous Transfer Mode (ATM) network.

8. The method of claim 1, wherein the client device and
network element are coupled via an Ethernet communica-
tions link.

9. The method of claim 1, wherein the retrieving also
includes:

retrieving from the record a data rate attribute.

10. The method of claim 1, wherein the step of retrieving
the context further comprising:

accessing the record from a subscriber records database

incorporated into the network element.

11. The method of claim 1, wherein the step of retrieving
the context further comprising:

transmitting a request to a database server storing the

record in a subscriber records database.

12. The method of claim 11, wherein the database server
stores data related to authentication, authorization and
accounting (AAA) for subscribers.

13. The method of claim 11, wherein the database server is
a RADIUS server.

14. The method of claim 11, wherein the step of causing the
accounting update includes:

transmitting the accounting update to the database server.

15. The method of claim 1 further comprising:

after said automatically generating and before said

dynamically assigning, redirecting the client device to a
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website to allow for a selection of a service from mul-
tiple services, wherein different contexts within the net-
work element are associated with different services,
wherein the context for the selected service is entered
into the record, wherein the record is accessible accord-
ing to the username.
16. The method of claim 15, wherein the step of receiving
includes receiving the request from the client device over
non-channelized media.
17. A method performed by a network element for authen-
tication, authorization, and accounting based on a username,
the method comprising:
receiving a request at the network element from a client
device for an Internet Protocol (IP) address, the request
including an identifier that is not provided as the user-
name and that is a Media Access Control (MAC)
address, wherein the network element includes a proces-
sor and memory;
transmitting a request to a RADIUS server, wherein the
request includes as the username a subscriber identifier
automatically generated by the network element based
on the identifier, wherein the automatically generating
includes at least adding characters to the identifier;
receiving a response from the RADIUS server;
if the request is an initial communication by the client
device with the network element, redirecting the client
device to a website to allow for a selection of a service
from multiple services, wherein different contexts
within the network element are associated with different
services, wherein the context for the selected service is
entered into a subscriber record that is accessible
according to the username and that is stored in the
RADIUS server;

dynamically assigning to the client device from the context
identified by the subscriber record an IP address that is
not currently assigned from that context;

establishing an active subscriber session for the client

device; and

causing an accounting update to reflect the active sub-

scriber session.

18. The method of claim 17, further comprising:

establishing a virtual circuit with the client device, the

establishing including binding the IP address to an inter-
face of the context.

19. The method of claim 17, wherein the username com-
prises the added characters and a number of text characters
corresponding to the MAC address.

20. The method of claim 19, wherein the MAC address is
that of the client device’s network card.

21. The method of claim 17, wherein wireless concentra-
tors route data from the client device to the network element.

22. The method of claim 17, wherein the client device is
coupled to the network element via a cable modem service
over a Radio Frequency (RF) cable line.

23. The method of claim 17, wherein the client device and
network element are coupled via a hybrid fiber-coaxial (HFC)
network coupled to a cable model transmission system
(CMTS).

24. The method of claim 17, wherein the client device and
network element are coupled via a Digital Subscriber Line
(DSL) through a DSL Access Mulitplexer (DSLAM) and
Asynchronous Transfer Mode (ATM) network.

25. The method of claim 17, wherein the client device and
network element are coupled via an Ethernet communica-
tions link.

26. The method of claim 17, wherein the response includes
a data rate attribute.
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27. The method of claim 17, wherein the step of causing the
accounting update includes:

transmitting the accounting update to the RADIUS server.

28. The method of claim 17, wherein automatically gener-
ating the username includes:

converting hexadecimal values from the MAC address to a
binary value;

adding a constant value to the binary value; and

converting the binary value into a text character.
29. The method of claim 17, wherein the request is a DHCP
discover request, wherein the identifier is a MAC address, and
wherein the subscriber records database is stored in a
RADIUS server.
30. A network element to cause authentication, authoriza-
tion and accounting based on a username, the network ele-
ment comprising:
a traffic card including a port to be coupled to a client
device to receive a request from the client device for an
Internet Protocol (IP) address, the request including an
identifier that is not provided as the username;
a control card including a control engine with logic to,
automatically generate the username based on the iden-
tifier;

retrieve, based on the username automatically generated
by the network element, a context for the client device
from a record in a subscriber records database,
wherein the context is associated with a service;

dynamically assign to the client device from the context
an [P address that is not currently assigned from the
context; and

cause an accounting update to reflect an active sub-
scriber session based on the assigned IP address.

31. The network element of claim 30, wherein the identifier
includes a Media Access Control (MAC) address, and
wherein the username comprises a number of text characters
corresponding to the MAC address and a number of addi-
tional characters.

32. The network element of claim 31, wherein the MAC
address is that of the client device’s network card.

33. The network element of claim 30, wherein the port is to
be coupled to the client device through a wireless concentra-
tor.

34. The network element of claim 30, wherein the port is to
be coupled to the client device through a cable modem service
over a Radio Frequency (RF) cable line.

35. The network element of claim 30, wherein the port is to
be coupled to the client device through a hybrid fiber-coaxial
(HFC) network coupled to a cable model transmission system
(CMTS).

36. The network element of claim 30, wherein the port is to
be coupled to the client device via a Digital Subscriber Line
(DSL) through a DSL Access Mulitplexer (DSLAM) and
Asynchronous Transfer Mode (ATM) network.

37. The network element of claim 30, wherein the port is to
be coupled to the client device through an Ethernet commu-
nications link.

38. The network element of claim 30, wherein the retrieval
also includes retrieval from the record a data rate attribute.

39. The network element of claim 30, wherein the retrieval
also includes the record being accessed from a subscriber
records database incorporated into the network element.

40. The network element of claim 30, wherein the retrieval
includes transmission of a request to a database server storing
the record in a subscriber records database.

41. The network element of claim 40, wherein the database
server stores data related to authentication, authorization and
accounting (AAA) for subscribers.
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42. The network element of claim 40, wherein the database
server is a RADIUS server.
43. The network element of claim 40, wherein the account-
ing update is caused by the transmission of the accounting
update to the database server.
44. The network element of claim 30, wherein the control
engine is also configurable to:
after said automatically generating and before said
dynamically assigning, redirect the client device to a
website to allow for a selection of a service from mul-
tiple services, wherein different contexts within the net-
work element are associated with different services,
wherein the context for the selected service is entered
into the record, wherein the record is accessible accord-
ing to the username.
45. The network element of claim 44, wherein the receipt
of the request from the client device is over non-channelized
media.
46. A network element to cause authentication, authoriza-
tion and accounting based on a username, the network ele-
ment comprising:
a traffic card including a port to be coupled to a client
device to receive a request from the client device for an
Internet Protocol (IP) address, the request including an
identifier that is not provided as the username and that is
a Media Access Control (MAC) address;
a control card including a control engine with logic to,
transmit a request to a RADIUS server, wherein the
request includes as the username a subscriber identi-
fier automatically generated by the network element
based on the identifier, wherein the automatic genera-
tion includes at least adding characters to the identi-
fier;

receive a response from the RADIUS server;

if the request is an initial communication by the client
device with the network element, redirect the client
device to a website to allow for a selection of a service
from multiple services, wherein different contexts
within the network element are associated with the-
different services, wherein the context for the selected
service is entered into a subscriber record that is
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accessible according to the username and that is
stored in the RADIUS server;

dynamically assign to the client device from the context
identified by the subscriber record an IP address that
is not currently assigned from that context;

establish an active subscriber session for the client
device; and

cause an accounting update to reflect the active sub-
scriber session.

47. The network element of claim 46, wherein the logic of
the control engine is also to:

establish a virtual circuit with the client device, the estab-

lishment including the IP address being bound to an
interface of the context.

48. The network element of claim 46, wherein the user-
name comprises the added characters and a number of text
characters corresponding to the MAC address.

49. The network element of claim 48, wherein the MAC
address is that of the client device’s network card.

50. The network element of claim 46, wherein the port is to
be coupled to the client device through a wireless concentra-
tor.

51. The network element of claim 46, wherein the port is to
be coupled to the client device through a cable modem service
over a Radio Frequency (RF) cable line.

52. The network element of claim 46, wherein the port is to
be coupled to the client device through a hybrid fiber-coaxial
(HFC) network coupled to a cable model transmission system
(CMTS).

53. The network element of claim 46, wherein the port is to
be coupled to the client device via a Digital Subscriber Line
(DSL) through a DSL Access Mulitplexer (DSLAM) and
Asynchronous Transfer Mode (ATM) network.

54. The network element of claim 46, wherein the port is to
be coupled to the client device via an Ethernet communica-
tions link.

55. The network element of claim 46, wherein the response
includes a data rate attribute.

56. The network element of claim 46, wherein the account-
ing update is caused by the transmission of the accounting
update to the RADIUS server.

#* #* #* #* #*



UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 29,319,235 B2 Page 1of1
APPLICATION NO. : 13/032624

DATED - April 19, 2016

INVENTOR(S) : Kilfoyle et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

TITLE PAGE

On Page 2, in item (56), under “FOREIGN PATENT DOCUMENTS”, in Column 1, Line 10,
delete “11/2003” and insert -- 12/2003 --, therefor.

IN THE SPECIFICATION
In Column 1, Line 10, delete “2002,” and insert -- 2002, now Pat. No. 7,895,304, --, therefor.

In Column 4, Lines 61-62, delete “Digital Subscriber Line Access Multiplexer (DLSAM)”
and insert -- Digital Subscriber Line Access Multiplexer (DSLAM) --, therefor.

In Column 6, Lines 63-64, delete “context 3501,” and insert -- context 3501, --, therefor.

In Column 9, Line 54, delete “memery (ROM); random devices);” and
insert -- memory (ROM); random access memory (RAM); magnetic disk storage media;
optical storage media; flash memory devices); --, therefor.

Signed and Sealed this
Nineteenth Day of July, 2016

Decbatle X Loa

Michelle K. Lee
Director of the United States Patent and Trademark Office



